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ABSTRACT

Prepaid energy meters have been widely adopted by utilities in different countries across the world as an innovative
solution to the problem of affordability and consumption management. However, the present smart card based systems
have some inherent problems like added cost, low availability and lack of security. In the future Smart Grid paradigm,
use of smart meters can completely overhaul these prepaid systems by introducing centralized accounting, monitoring
and credit-control functions using state-of-the-art telecommunication technologies like WIMAX. In this paper we pro-
pose a prepaid smart metering scheme for Smart Grid application based on centralized authentication and charging
using the WIMAX prepaid accounting model. We then discuss its specific application to Demand Response and Roam-

ing of Electrical Vehicles.
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1. Introduction

As the Chinese economy deve ops and the 3G era comes,
e-ticketing has shown a broad future. On the one hand,
e-ticketing is of great advantages. Compared with tradi-
tional way of ticketing, e-ticketing is convenient, safe
and of low-cost. What’s more, it can extend value-added
services such as WAP service and provide personnel
services since it can count and manage tickets automati-
caly and accurately [1,2]. As a consequence, athough
gill in its infancy, e-ticketing has great market potential
and already launched applications in some areas. So, all
the parties on the industry chain, such as telecom opera-
tors, software providers, terminal manufacturers, banks,
are trying hard to occupy the market. However, there ill
exist some serious problems [3]:

- Industry chain need to be developed: lots of parties
are involved in mobile ticketing, and they compete
with each other as well as cooperate: the financial in-
gtitutions will get some share of the profits from
every closed deal since it assumes the account man-
agement of the ticket-sdllers and buyers; the mobile
network operators will charge the service providers
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for some fee since they provide safe communicating
channel for the payment and earn some value-added
profits; the mobile payment party will charge the mo-
bile operators and financia ingtitutions for the per-
mission of using payment techniques; the sdllers ex-
pect to abridge the processes so that the expenses can
be cut down while the customers care about the safety
and convenience. Consequently, it remains a hig
problem how to balance the interests of so many par-
ties and integrate various resources in order to get a
win-win situation.

Lacking a universal mobile ticketing system: to ac-
complish one kind of e-ticketing isnot hard at all, and
we can find many successful cases both outside and
inside China, but what’s hard is to integrate all kinds
of ticketing, such as cinema entrance tickets and
transportation tickets, into one system and apply it
into one mobile phone, in order to get a universal,
security and long term mobile ticketing system. For
the reason that each type of tickets has different char-
acteristics and they are sold in various ways and in-
volve enormous humber of participants.

Other problems. firstly, current ticketing systems
cannot support refund and exchange tickets auto-
matically without mankind operation. Secondly, it
still needs to print out the ticket when checking in,
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thus there is no real sense of eectronic management
and operations. Besides, the security and confidenti-
ality of mobile payments need to be enhanced.

As for all the problems mentioned above, this paper
introduces a third party universal mobile e-ticket system,
called Uniticket. Uniticket is an integrated ticket plat-
form that can solve the problems mentioned above.
Firgly, it requires every participants conform to the same
principles made by the trusted authority, which defines
the dividing of the profits and allows conciliation if dis-
agreements arise. Therefore, it can settle down the first
issue. Secondly, Uniticket not only saves the developing
expenses for many ticket-sellers that try to establish an
online sdlling system by allowing them to publish infor-
mation on it, but also helps to manage the ticket market
based on the communicating characterigtic of the Internet
via accumulate comments from both the customers and
authorities [4]. Finaly, it introduces a new kind of eec-
tronic receipt, dynamic two dimensiona barcode, to help
to enhance the security of the payment and can replace
the traditional paper tickets.

Uniticket is composed of universal mobile ticket plat-
form and external supporting environments [5]. The
platform provides interfaces for both individual user cli-
ents and enterprise user clients. Hence, it can provide
high-quality services of both ticket booking and
non-ticket reservations such as hotel reservations. And

Uniticket: A Third Party Universal E-Ticket System Based on Mobile Phone

external supporting environments include users’ mobile
phones, computers, payment platform, current enter-
prises’ ticketing systems and financid ingitutions such
as banks and certificate authorities.

The rest of this paper is arranged as follows: section 2
is the genera framework and the functions of Uniticket,
section 3 is the components of Uniticket platform, sec-
tion 4 is the description of the security measures adopted
in Uniticket, section 5 isa case study and section 6 isthe
conclusion.

2. The General Framework and the
Functions of Uniticket

The purpose of designing Uniticket is to provide a secu-
rity online service of inquiry, booking, payment and re-
fund, a universal mohile ticketing platform which can be
used to report false information, to facilitate the reunifi-
cation and regulation of the various ticketing providers,
to promote healthy competition in order to achieve a
win-win situation, and to record users’ ticketing history
in order to provide targeted service and thus make
value-added profits for merchants.

2.1. The Framework of Uniticket

As is shown in Figure 1, Uniticket is composed of four
major parts. universal third party mobile ticketing plat-
form (Uniticket platform), payment platform, checking
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Figure 1. General framework of Uniticket.
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system and exigting businesses’ ticketing systems. And
the Uniticket platform is the very cruciad part that pro-
vides interfaces for the other three and coordinates the
operations of the whole system. And the components of
Uniticket platform will be discussed in section 3 [6].

2.2. The Flowchart for Customersto Function
the System

The flowchart for customers to function the system is as
follows:
- Enterprise users release and manage ticket informa
tion through their current management systems or the
enterprise user end offered by the system.
Personal users login the system and then do busi-
nesses such as inquiry and booking, and then submit
the ticket information to the merchants.
Personal users use the third party payment system as
business agency and remit money to its account.
The third party then tells the enterprises that the cus-
tomer has paid, and then the merchant will send the
number of the order to the personal user’s mobile
phone. This number will be generated into 2-D bar-
code.

After receiving the successful payment information,
the third party will remit money to the enterprise’s ac-
count, and this means the close of this deal.

And in this process, we must pay attention that if it is
the first time for the user to use the system, then he must
register to become a member. And after that, he can use
the full functions of the system when he login the system
with his username and password, otherwise, he can only
achieve the inquiry function. And when the user registers,
he must provide valid certificate that can show his real
identification, so that the security of this system is im-
proved.

3. The Components of Uniticket Platform

As is shown in Figure 2, the Uniticket platform is com-
posed of ticket system, refund system, member manage-
ment system and micro clients running on users’ phones
and enterprises’ computers. And it also provides inter-
faces to existing businesses’ ticketing systems[7].

3.1. Ticketing System Based on B/S Architecture

Enterpriser users publish and manage ticket information
by web sites. Individua users make the associated tick-
eting inquiries and reservations through the mobile phone
wap network and complete online payment through mo-
bile phones banking or other mobile payment methods.
After the success of booking, individual users will get an
order number. And then the order number will be deliv-
ered to personal user’s client to generate corresponding
2-D barcode image.
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3.2. E-ticket M anagement System Based on C/S
Architecture

The client end of E-ticket management system runs on
the individual’s mobile phone. And its functions include
managing order number, communicating digital signature
with the server and generate 2-D barcode image. Manage
order number: capture order number from wap, classify
and preserve order number, dispose overdue order num-
ber. And in order to ensure the security of e-tickets, must
add digital signature when the client end transform order
number into 2-D barcode image [8]. And the process of
generating 2-D barcode image will be discussed in sec-
tion 4.2 since it adopted a security mechanism.

3.3. The Chosen of M obile Payment M ethod

There are three kinds of mobile payment methods [9,10].

The first method is that the users pay the cost of mo-
bile ticketing at the same time with paying their mobile
bills. That is, the mobile network operators charge the
bills and later pay the money to the merchants. But this
approach is within very limited scope of businesses and
can handle only a small sum of money due to the reason
that the network operators are not financia ingitutions
and hence cannot do banking business. So this method
cannot be applied in mobile ticketing.

The second method is based on the banks. Usually, the
users need to go to the mobile business hall with their
identity certificate to get special SIM card, and then login
the mobile website to recharge for the mobile wallet us-
ing credit card. But this method has disadvantages. A
mobile phone can only be combined with one or a few
banks, not convenient for users; different banks cannot
interact with each other, limiting the promotion of mobile
payment; every bank need to purchase their own equip-
ment, awaste of resources.

And the third is what is adopted in Uniticket, called
third party payment method. Third party payment refers
to the kind of online payment mode that an independent
body of a good reputation signs with the major banks,
and then provides interfaces to bank payment system in
order to accomplish payment. In third party payment, the
customers choose what they need and then use third party
payment platform to pay. Then the third party natifies the
sdllers that the payment is credited into account and asks
for goods delivery. After the customers recelving the
goods and making confirmation, the third party will give
the money to the sdllers’ account. So the third party plays
the role as the connection between the sdlers and the
banks and the online supervisor. And it can coordinate all
the processes of the transaction, charge for the ticket in-
formation release, operate and maintain the platform and
collect users’ ticketing information. Thus it waives the
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Figure 2. The design of Uniticket.

disadvantages of the former two methods.

The advantages of third party payment method are ob-
vious and the success of third party payment tools such
as Paypal and Zhifubao of Alibaba in China gives us
great inspiration. And it becomes an inevitable trend for
the domestic online payment industries to improve their
businesses.

3.4. Check and Refund Ticket System Based on
B/S Architecture

When checking the tickets, the first thing is to decode the
2-D barcode and then search the database to judge
whether the e-ticket is valid. It will only pass through
when it isvalid. And when the customer wants to refund,
he just need to login the system and require for refund.
And after confirmation, the system will change the data-
base, and the e-ticket will be listed invalid and the cus-
tomer will get the money back from the third party, and
then the third party will ask the money back from the
customer. In this way, it will be much easier for the cus-
tomersto refund.

4. What Guarantee the Security of Uniticket

Security isa key issue. Soin this part, we will discussthe
e-receipt and encryption algorithms and other techniques
that used to ensure the security of Uniticket.
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4.1. Dynamic 2-D Barcode as a Security
E-receipt

2-D barcode uses specific geometry to record data by a
certain law of digtribution of black and white graphic,
read through image input device or eectro-optical scan-
ning device automatically so as to achieve automatic
processing of information. It has some traits similar to
barcode, but it can ddiver information both horizontally
and vertically thus can deliver large sum of information
in atiny area [11]. 2-D barcode has the features of large
capacity, high-quality of decoding and strong security
compared to barcode. Besides, the information carried
can be restored even if it tears up or is contaminated,
obviously superior to barcode [12].

However, problems come out. Currently, 2-D barcode
is mainly used to be identified passively with special
facilities, such as those printed on a train ticket can be
identified by special identifiers. While in 3G era, people
are more likely to use mobile phones to get more infor-
mation about various products, so they seek to identify
2-D barcode that contains the information of certain
products actively with their own mobile phones. Thus
2-D barcode can be very complicated as it contains more
information [13]. As a result, current identifying tech-
niques and lower-level phones may be unable to satisfy
the users’ needs. And another problem is the security of
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the 2-D barcode when it is used as an e-receipt cannct be
guaranteed, because it can be easily taken a picture of by
another person and thus used unlawful by the person.

In order to solve the capacity problem mentioned
above, people are trying to create a new type of 2-D bar-
code such as colored barcode that use colors to contain
additional information. But it leads to new problems:
color distortion on some screens may cause the failure of
identifying; and as a newly-born barcode, it has many
different types without an official type, which hampers
the application of it. Besides, it cannot solve the security
problem mentioned above [14].

Since traditional 2-D barcode adopted an encryption
technique, it can only be read by special tools which are
facilitated with decryption algorithms. As a result, it en-
sures the privacy protection of the merchants and users
and enhances the security. However, the security of the
pictures themselves is usualy ignored. For example, the
2-D barcode saved in a mobile phone can be easily taken
a picture of and then be used by somebody €l se.

In order to solve all the problems mentioned, we cre-
ated a new type of dynamic 2-D barcode that combine
the advantages of traditiona 2-D barcode and colored
barcode. It isatiny flash composed of several traditional
2-D barcodes that appear alternately, which cannot be
taken picture of and can increase the capacity by several
times without making it more complicated. In this way,
we can use current coding and decoding algorithms [15]
of 2-D barcode with just a little change. And since it is
dynamically changing, it cannot be taken a picture of,
thus ensure the security of the picture itself. Therefore,
we apply this kind of 2-D barcode as an ereceipt to
Uniticket.

4.2. MD5 Applied to the Database M anagement
and Ticket M anagement

MD5 isawidey used encryption agorithm. It can trans-
form a passage of message into a piece of 128 bit mes-
sage-digest and can hardly be transformed back from
message-digest back to the origina message. So even if
the message-digest is let out, the real message ill re-
mains unknown. So some sensitive data such as users’
passwords will be encrypted by MD5 and then be saved
as message-digest in the database. Therefore, the next
time the user check-in, the system will transform the
newly input data into message-digest and then compare it
with the one that saved in the database in order to judge
whether the user is legdl. In this case, even if the data-
base manager will never know the user’s password, en-
suring the security of such sendtive data.

In order to ensure the security of e-tickets, we must
add digital signature when the client end transform order
number into 2-D barcode image. The processes are as
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follows:
- The client end generates a string “S” (digital signa
ture)randomly;
Using MD5 to transform S into “M” and then send it
to the server side;
The server then save “M” in corresponding database;
- Theclient end will incorporate order number and “S”
Generating 2-D barcode image: As noted above, the
client end incorporates the order number and “S” into
2-D barcode image. When validate 2-D barcode, the
validating system must first read out “S” from 2-D bar-
code image and then use MD5 to transform “S”, and
compare the transformed value with “M” stored in data-
base, only if they are the same will it be allowed to enter
the next operating step. One-way nature of MD5 algo-
rithm assures that “M” leakage will not lead to “S” leak-
age, thus ensuring the security of 2-D barcode. And the
important classes designed isshown in Table 1.

4.3. Other Adoptionsthat Ensurethe Security

Payment is a great concern of both the sdlers and the
buyers. As is discussed in 3.3, the third party payment
method adopted in Uniticket hides the information of
users’ credit cards from public and therefore cut down
the chance of theinformation being stolen.

And the combination of B/S and C/S architecture, dis-
cussed in section 3, achieves not only the distribution of
the system but also the load balance. Therefore, it im-
proves the stability and security of the database.

5. A Case Study of the System

As is discussed in section 1, Uniticket has overcome
some weaknesses of exiting ticketing systems, bringing
great convenience to the users and achieving win-win
situation. And it uses dynamic 2-D barcode, which is
proposed for the firgt time ever, as e-receipt, which con-
centrates on not only the security of the information hid-
den in the barcode but also the security of the picture
itself. Also, the architecture of Uniticket is smart because

Table 1. Client terminal system program classes description.

Class Function

Indent Manage Manage order number

Digital Signature Generate digital signature

Generate QR Code Generate 2-D barcode image
MD5Util Generate MD5 code
XML Manage Read data from local XML files

Communication Communicate with the server

Get Random Number Generate a 128 byte string randomly
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it combines C/S and B/S wisdly. It runs the encryption
and decryption and some other functions that require
great resources on the client end (C/S), and ticketing,
check-in and refund functions which need to access large
sum of data from the database use B/S architecture.
Therefore, the operation of Uniticket may seem just as
normal as other ticketing systems but it greatly improves
the efficiency and the security.

The user end is shown in the following figures, taking
the process of film ticketing as an example.

As is shown in this set of figures, Figure 3 is what
Uniticket looks like in the mobile phone, and after click-
ing on the icon then comes Figure 4, on which we can
see all kinds of tickets and related value-added services.
And when choosing the movie icon, we can follow Fig-
ure 5 and 6 to choose the desired films. And Figure 7 is
the payment page. Last but not least, Figur e 8 shows the
dynamic 2-D barcode as a security ereceipt, but of
course it cannot be dynamic in this paper.

6. Conclusions

As the mobile commerce devel ops, the requirements of
both the customers and the enterprises are changing rap-
idly. And a third party universal mobile ticketing system
is needed to better satisfy the needs. Uniticket comes out
just in time. It brings convenience to the customers, saves

Ml B 12:25

Figure 3. Theicon of Uniticket.
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Figure 8. E-receipt of dynamic 2-D barcode.

expenses for the sdlers, and coordinates the cooperation
of other participants of this ticketing system including
third party universal ticketing platform provider and fi-
nancial bodies. Besides, it uses a new dynamic 2-D bar-
code which has much larger capacity and can guarantee
the security when it is served as an e-receipt. As a con-
sequence, Uniticket shows a broad future.
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